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Abstract—Factors influencing the efficiency of biometrical personal identification based on cardiograms are
studied. We compare the efficiency of cardiogram identification for healthy respondents and for respondents
with various dysfunctions in the cardiovascular system. We study how sample size and time of cardiogram
recording influence the effectiveness of recognition. Different methods of pattern recognition used in
machine learning are compared. We also examine how different methods for cardiogram recording influence

recognition accuracy.
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According to the definition given by the Federal
Bureau of Investigations, the aim of biometrical iden-
tification is as follows: to find coincidence between
biometrical characteristics stored in a database and the
biometrical characteristics of an unknown person. This
means that the biometrical characteristics of the person
subjected to identification are compared with annotated
characteristics stored in the database. If coincidence
between compared characteristics is found, a decision
on successful identification is made and the user’s iden-
tifier stored in the database is given [1].

Biometrical identification is widely used by intelli-
gence services for searching for terrorists, criminals,
and illegal migrants, as well as by companies engaged
in computer security. Public health and financial ser-
vices are major consumers of such services. Many edu-
cational services, such as coursera.org, also employ
biometrical identification of users.

Very often, fingerprints are used for biometrical
identification. The information service of criminal
justice, a branch of the FBI, uses an integrated auto-
mated system for fingerprint identification created in
1999. This system stores the criminal history of 36 mil-
lion criminals; it checks approximately 168000 finger-
prints per day and less than six minutes is needed for
query processing. The USA Immigration and Natu-
ralization Service has developed an automated system
for entry and exit control of illegal migrants. The
Department of Homeland Security (USA) has devel-
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oped the Automated Biometric Identification System
(IDENT). It uses fingerprints, photos, and biograph-
ical information of about 126 million peoples and daily
it performs 250000 biometrical transactions (10 sec-
onds per transaction). This technology has enabled
the discovery of 110000 criminals, illegal immigrants,
and suspected terrorists. In response to the events of
September 11, 2001, the US State Department added a
photo storage and facial recognition system to the
Consular Consolidated Database (CCD) and started
to screen photos presented by visa applicants. The
CCD contains more than 110 million visa documents
and about 90 million photos, allowing the identifica-
tion of persons whose visas have been canceled or who
have made multiple applications under different
names. Visa applications are checked with the IDENT
system. In 2004, the US Department of Defense
introduced the Automated Biometric Identification
System (ABIS) for supporting military operations out-
side of the USA. The system includes modules for
palm, face, and iris recognition. It contains the
biographical information of about 6 million persons
and performs about 20000 transactions per day [1].

Traditional methods for biometrical identification
are characterized by several disadvantages [2]. It has
been decided to improve existing methods for biomet-
rical identification and to develop multi-modal bio-
metrical systems. State structures (FBI, DHS, and
others and others) have enlisted the aid of universities
(Clarkson University, West Virginia University, Ari-
zona University, and Buffalo University) and private
companies (Northrop Grumman, Qualcomm, and
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1 Fig. 1. Cardio cycle sample.

others). The CITeR (Center for Identification Tech-
nology Research) consortium was founded. The USA
National Scientific Fund has subsidized more than
100 scientific projects in the framework of the consor-
tium [3]. One such project is the project for developing
1 cardio-radar for biometrical identification [4]. The state
of the art is as follows: at the end of the 1990s, it was
revealed that cardiograms contain biometrical charac-
teristics invariant to humans' physical and emotional
state. Works related to biometrical identification with
the help of cardiograms have been performed [5—7].

A cardiogram describes the heart’s electrical activ-
ity. Knowing the heart’s electrical activity, it is possi-
ble to collect information on heart rate, cardiac
1 rhythm, its morphology, and so on. The typical cardio
5 cycle contains a P-wave caused by atrium cordis depo-

larization, a QRS-complex, and a T-wave caused by
5 ventriculus cordis repolarization (Fig. 1).

Personal identification is an important problem for
pattern recognition. Usually it consists of the follow-
ing stages: preliminary signal processing, extraction of
features, selection of features, and classification.

PRELIMINARY SIGNAL PROCESSING

The cardiogram presents itself as a periodical signal
with distribution close to the normal one. Digital car-
diographs usually use a discretization frequency of
200, 500, or 1000 Hz and record from one to twelve or
more leads. At the stage of preliminary processing of
the cardio-signal, we remove redundancy, filter out
noise, remove artifacts, select the required number of
leads, and compensate baseline drift. Low-frequency
filters with frequency cut-off ranging from 25 to 50 Hz
are used for removing the redundancy. P. Hamilton [8]
describes an algorithm for preliminary cardiogram
processing using one lead and initially intended for a
discretization frequency of 200 Hz, but adaptable to
other discretization frequencies [8]. Debeshy wavelets
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of the fourth order are used for compensating baseline
drift and for noise control [9].

SEPARATION OF BIOMETRICAL FEATURES

Some authors use the geometrical characteristics of
the cardio cycle (Fiducial Marks). There is, however,
an alternative point of view (Non-Fiducial Features),
where such methods as the Window Removal
Method, the Nearest Neighbors Method, the Support
Vectors Method, and Linear Discriminant Analysis
[9] are used.

If the cardiogram’s geometrical characteristics are
used, the amplitude and temporal parameters of the
peaks are measured, as well as the peaks’ inclination.
It is very important to separate R-peaks and cardio
cycles on the basis of the QRS complex. In the men-
tioned work of Hamilton, an algorithm for separation
ofthe QRS complexes suggested by Pan and Tompkins
[8] is described.

Cardiogram — Low-frequency filter (cutoff fre-
quency ~16 Hz) — Time differentiation — Window
for averaging with duration of 80 ms — Separation of
peaks — Rules for separating QRS complexes.

Below, we present the main rules for separating
QRS complexes.

1. Ignore all peaks preceding/following large peaks
at time intervals of less than 200 ms.

2. If a peak is detected, it is necessary to check the
inclination angles of its sides. If the angles are both
positive and negative, everything is OK. Otherwise,
such a peak is accepted as a baseline shift.

3. If a certain peak is distant from the previous one
by 360 mc over the time scale and if its maximum
inclination angle is lower than half of the maximum
inclination angle of the previous peak, it can be
assumed that it is a T-wave.

4. If a peak’s value is higher than the detection
threshold, such a peak can be accepted as a QRS com-
plex, otherwise, it is noise.

5. If at the time segment equal to 1.5 of the distance
between neighboring R-peaks, we observe a peak, the
value of which is higher than half of the detection
threshold, and if the distance from this peak to the
previous one is less than 360 ms over the time scale,
such a peak can be accepted as a QRS complex.

The detection threshold used in items 4 and 5 is
calculated by estimating the QRS peak and the ampli-
tudes of the noise peaks. Each time a certain peak is
classified as QRS complex, it is added to the buffer
containing the last eight QRS peaks. Each time we
detect a peak which is not classified as QRS complex,
it is added to the buffer containing the last eight non-
QRS peaks (noise peaks) [8].

In Johnson’s work, three ways for detecting
R-peaks in cardiograms are examined: “gqrs” (avail-
able from Physionet.org), which contains a filter
Vol. 28
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Fig. 2. Clusters of points corresponding to P-, Q-, S-, and T-areas.

adapted to the QRS complex with a built-in collection
of heuristics; “coqrs,” which is based on peaks’ energy
variation; and “jqrs,” which contains a peak energy
detector of the window type where the initial band-
pass filter is replaced by a filter corresponding to the
QRS-area (Mexican hat) and an additional heuristic
securing the absence of detection on flat lines [10].

CLASSIFICATION

Several machine-learning methods, including
logistic regression [11], mixed Gaussian models [12],
Random Forests [13], the support vectors method
[14], and others, are used for classification.

AIM OF INVESTIGATION

In the present work, we make an attempt to esti-
mate how various factors influence the accuracy of
biometric personal identification based on cardio-
grams. The following factors are studied: the recogni-
tion efficiency for tested persons based on health sta-
tus, the recognition algorithm, sample size, measuring
time, and hardware support.

MATERIALS AND METHODS

For studies, we used two databases containing dig-
2 3itized cardiograms: PTB (Physikalisch-Technische
4 Bundesanstalt) presented by M. Olaf [15] and ECG-
ID presented by T. Lugovaya [16, 17]. The PTB data-
base contains 549 records obtained from 290 healthy
and ill subjects. It was provided by the German
National Metrological Institute. The discretization
frequency is 1000 Hz, resolution is 16-bit, the number
of channels is 16, and the voltage range is £16.384 mV
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[15]. The ECG-ID database contains 310 samples of
cardio signals obtained for 90 persons (44 men and 1
46 women, age range 13—75). Signal duration is
20 seconds, discretization frequency is 500 Hz, capac-
ity is 12 bit, and the number of leads is one. The signal
range is £10 mV [16, 17].

The signal is preliminarily processed. Under pro-
cessing, noise is removed from the signal, the baseline
drift is compensated, and signal redundancy is
removed. All procedures are performed according to
the recommendations presented in [8].

The amplitude and time characteristics of the P, Q,
S, and T areas of the cardio signal (eight features in 1
total) are chosen as the biometrical parameters. We
call them P, P, Q,, Q,, S,, S, T, and T,. Feature sep-
aration is also performed according to the algorithm
presented in [8]. As a result, we obtain four clusters of
points (Fig. 2).

At the next stage of investigations, we compare the
efficiency of several popular classification algorithms
used in machine learning. We use one recognition
algorithm without a teacher (Gaussian Mixture Mod-
els) and one recognition method with a teacher (Ran-
dom Forests).

Cross-validation is used when we separate the ini-
tial data into the learning and test samples in the ratio
75 : 25. In the case of the PTB database, the feature
matrix contains approximately 98000 lines. Training
of the model is performed with the help of the learning
sample (75 lines chosen randomly), and learning qual-
ity is checked with the help of the test sample (25% of
lines).

No.3 2018
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Table 1. Accuracy of cardiogram recognition performed by
different methods of machine learning

Mixed Random
Database Gaussian Forest
Model
2 3 Physikalisch-Technische 0.8 1.0
4 Bundesanstalt (290 tested persons) ) ’
ECG-ID Database (90 tested 0.656 0.98
persons)

Table 2. Accuracy of cardiogram recognition for different
groups of tested persons (51 persons, PTB database)

Mixed
Tested persons Gaussian Model Random Forest
Healthy 0.8517 1.0
Mixed group 0.797 1.0

Table 3. Correlation between sample size and recognition
accuracy (PTB database)

Sample size Gauslsvilz::lel(\i/lo del Random Forest
10 0.9652173913 1
20 0.983255814 1
30 0.8245901639 1
40 0.8171084337 1
50 0.7970175439 1
60 0.80944 1
70 0.8210294118 1
80 0.7991411043 1
90 0.7718918919 1

100 0.7681308411 1
290 0.8 1

Table 4. Effect of duration of cardiogram recording on rec-
ognition accuracy (PTB database, 51 healthy subjects)

Time, sec Gauslsgi(le;/lo del Random Forest
180 0.8579310345 1
60 0.93 1
45 0.9051612903 1
36 0.9387878788 1
30 0.8739534884 1
18 0.8640816327 1
15 0.8736363636 1
10 0.8906666667 1
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METHOD FOR COMPARING ACCURACY
OF CARDIOGRAM RECOGNITION
PERFORMED BY DIFFERENT METHODS
OF MACHINE LEARNING

Table 1 depicts the accuracies of cardiogram recog-
nition performed according to various procedures
using two samples (PTB and ECG-ID Database).

From Table 1 it is seen that the best results are given
by the Random Forest method.

ACCURACY OF CARDIOGRAM
RECOGNITION DEPENDING ON HEALTH
STATUS OF SUBJECTS

We compare the recognition accuracy for cardio-
grams of 51 healthy persons and 51 tested persons from
a mixed group (healthy and ill persons taken in arbi-
trary proportion) of the PTB database (Table 2).

From Table 2 it is seen that in the case of healthy
subjects the recognition accuracy performed with the
help of mixed Gaussian models is slightly higher.

EFFECT OF SAMPLE SIZE

We estimate how sample size affects the accuracy
of cardiogram recognition (Table 3). We use the PTB
database. The number of tested persons ranges from 10
to 290.

From Table 4 it is seen that the recognition accu-
racy of the mixed Gaussian models reaches a plateau
(0.8) as the sample size increases.

EFFECT OF RECOGNITION TIME

We estimate how the duration of cardiogram
recording affects the recognition accuracy. The
recording time ranges from 10 seconds to 3 minutes.

From Table 4 it is seen that the recording time does
not significantly influence cardiogram recognition
accuracy.

CONCLUSIONS

We have used two samples of cardio signals in the
study: one of them contains cardiograms of 290 tested
persons, the second one contains cardiograms of
90 tested persons. The cardio signals were subjected to
preliminary processing. Under processing, noise is
removed, the baseline drift is compensated, and signal
redundancy and artifacts are removed.

After preliminary processing the P, Q, S, and T
areas are separated in each fragment of the cardio sig-
nal. This gives four clusters of points. Eight features of
cardio signals are formed according to the abscissa
value (P,, P,, Q,, Q,, S,, S, T,, and T,).

We compare two methods of machine learning
(Mixed Gaussian Model and Random Forest) and we
reveal that the Random Forest method is better.
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It is found that the quality of the equipment used in

the study influences greatly the recognition accuracy.
The results of recognition for the samples taken from

2 3 4 Physikalisch-Technische Bundesanstalt are signifi-
cantly higher than for the samples taken from the
ECG-ID Database.

It is found that the recognition accuracy of the car-

diograms for healthy persons is slightly higher than for
the mixed group.

It is found that the accuracy of recognition using

mixed Gaussian models reaches a plateau (0.8).

It is found that the time of cardiogram recording

insignificantly influences the recognition accuracy.
The minimum duration of cardiogram recording is
10 seconds.

10.

11.
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